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about me

• I am Lead Research Developer in the Formal Methods Group
at Kaspersky

• We work on KasperskyOS: a general-purpose
microkernel-based OS

• We focus mainly on applying state-based formal methods
during the design phase of development
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microkernel and ipc

Inter-process communication is an integral part
of the microkernel

It should be fast, secure and correct
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meet salsa

Scalable And Low Synchronization Algorithm
for Producer-Consumer Task Pools

task
task

task
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salsa

• Scales linearly with the number of threads, outperforms
other alternatives

• Lock-free algorithm without strong atomic operations or
memory barriers in the fast path

What is the catch here?
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the catch

Concurrent data structures are notoriously difficult
to design and implement
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the solution

Formal Methods
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our plan

1. Understand the algorithm

2. Formalize and verify it

3. Deliver the resulted artifacts to the developers

4. Verify the conformance between specification and
implementation
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long story short

1. Understand the algorithm

2. Formalize and verify it   ← found design errors in the spec

3. Deliver the resulted artifacts to the developers

4. Verify the conformance between specification and
implementation
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understanding

• SALSA is presented in in the
peer-reviewed paper*

• There is a separate technical report

• There is no publicly available
implementation

* ACM Symposium on Parallelism in Algorithms and Architectures
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architecture

Everything you need to know:

• Producers and Consumers

• Tasks

• Stealing and Chunks

• Chunk pool
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which method to choose?
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constraints

experience • deadline • results
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tla+ + pluscal

TLA+ is a specification language that can be used for
modelling concurrent systems as state machines

TLA+ specs can be verified using TLC model checker

PlusCal transpiles to TLA+ and is useful for specifying
algorithms
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properties

Concurrency:

• Linearizability

• Lock-freedom

• Absence of ABA problems

Common:

• Functional correctness

• Structural correctness

SALSA paper does not provide the list of functional
or structural properties
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translation

We need to interpret over-abstract parts of the pseudocode
and to define atomicity zones
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specification
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verification

This is where we started finding issues

First batch of error traces was the usual one: false positives

The next ones looked real
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index out of bounds error

consumer

empty

empty

empty

empty

???

get()
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resource mismanagement
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Where rectangles are pointers to the same object
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total breakdown

Producer 1 Producer 2
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???

???

???

put() put()
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task loss

task
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are these issues real?

1. Specification and errors traces were independently audited by
a separate person from our team

2. We tried different configurations

3. We searched for other SALSA reports

Caveat: we are not domain experts
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stats

• 850 lines of invariants and PlusCal code

• All found error traces are around 100 steps of execution

• A couple of seconds until an invariant violation

using 16 core Ryzen 5950x CPU

• 2 person-months of work
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contribution

We formally specified SALSA and found a number of
issues in its design

Specification is publicly available and can be used to
fix the issues: https://codeberg.org/17451k/salsa-spec
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Thank you!
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